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28 percent of agents and 
29 percent of brokers say 
they were affected by a 
computer virus or spyware 
in 2009.
Source: 2009 REALTOR® Technology Report

Take steps to keep sensitive client information out of the wrong hands.

By Gwen Moran

safe and sound

E
verything Cheryl Bower, CRS, 
with Zephyr Real Estate in San 
Francisco, needed to know about 
data security, she learned from a 
dentist. 

After working in a dentist’s office for 
several years, she had internalized the 
industry’s strict patient-privacy practices. 
After becoming a REALTOR®, she had a 
constant, nagging worry about the sensitive 
information contained in her client files and 
what might happen if it fell into the wrong 
hands. As a result, she decided to transition 
to a paperless office and adopt other security 
measures, such as asking clients to refrain from 
sharing sensitive data, password-protecting 

her computer and using a device-tracking 
service to help her locate her computer if it 
should be lost or stolen. 

REALTORS® have a unique set of 
challenges when it comes to data security, 
says Ed Moyle, manager, CTG Security 
Solutions, a Buffalo, N.Y.–based provider 
of data-security solutions. After all, it’s 
routine for REALTORS® to handle some 
of the most sensitive personal information 
in consumers’ lives, including Social Secu-
rity numbers, financial data and informa-
tion about creditworthiness. “They’re often 
called on to store and access this sensitive 
data from, in many cases, computers that 
serve double-duty as both home and work 
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machines. This scenario creates a pretty 
high [data safety] bar,” he adds.

Good data-security and privacy prac-
tices can help agents keep their clients’ 
information out of the wrong hands. 

Watch the Wireless
At home or at the office, wireless networks 
can pose a serious security risk, especially 
if they’re not properly secured, says Mark 
Porter, CRS, a CRS certified instructor. 
He says he is amazed by how many office 
and home networks are not password-
protected, which means that anyone with 
a wireless device can log on to the network. 
This could make it easier for hackers to 
access your computer and the sensitive data 
on it, he says. The fix is simple: Lock down 
your network with a good password that 
you change regularly — once a month or 
quarterly, he says. 

Protect Passwords
What makes a good password? Don’t use 
easy-to-remember words or family mem-
bers’ names — random combinations of 
letters and numbers are best, Porter says. 
Moyle adds that REALTORS® should keep 
passwords safe and use different passwords 
for different needs (e.g., office computer, 
home computer, smartphone, database log-
ins, etc.)

This can lead to password overload, but 
Moyle suggests using software programs 
such as PasswordSafe or SplashID that 
provide a secure software “vault” to store 
your passwords. Some of these applications 
also can run on smartphones, so agents can 
access passwords from anywhere, he says. 
Of course, agents will want to take extra 
precaution to make sure their computers 
don’t get hacked because once it happens, 
all bets are off. That’s why a secure password 
and encryption are the best defense. 

Practice Safe Surfing
Good virus and malware protection is 
essential to keep office computers free from 
nefarious programs that can steal sensitive 
information, Porter says. Keep your antivi-
rus software up-to-date and avoid clicking 
on e-mail links from suspicious sources. 
Instead of clicking on embedded links, 
mouse over the link and note the address 

to which you’re being directed. If it’s not 
the company it purports to be, don’t click 
on it. Better yet, Porter says, go directly 
to the company’s site by typing it into the 
browser. Log in if you have an account; any 
important messages will likely be available 
to you that way, he adds. 

Don’t Forget E-mail 
As a REALTOR®, much of the “discussion” 
with clients takes place via e-mail, Moyle 
says. But be warned: “E-mail is, by 
its nature, not a secure channel 
for distribution of sensitive 
information. Many e-mail 
systems record informa-
tion sent and received 
and, in some circum-
stances, e-mails can 
actually be snooped on 
in transit,” he says. 

Avoid sending e-mail 
attachments that contain 
sensitive data. Rather, Moyle 
suggests using a password-protected 
compression program such as WinZip to 
encrypt the contents of an attachment 
before sending via e-mail. Agents also 
can set up passwords with each client in 
advance to avoid sending the password over 
the Internet.

Protect the Paper
Bower avoids creating paper copies of cli-
ents’ information whenever possible. She 
does not include Social Security numbers 
on documentation, instead leaving that for 
the escrow officer to collect when signing 
closing documents. In addition, she asks cli-
ents to refrain from sending their financial 
information to her. She uses DocuSign — 
an electronic signature platform — and 
zipForm (formerly WINForms), to ensure 
that all sensitive documents are handled 
electronically through secure interfaces. 
Any of these documents that she does need 
to print are shredded as soon as Bower is 
finished with them. “I try to keep collect-
ing any private client information to an 
absolute minimum,” she says. 

Secure Your Laptop
Moyle advises using extreme caution in situ-
ations such as open houses, where anyone 

might be able to steal your laptop or gain 
access to its contents. “Keep in mind that 
some unscrupulous peers may also seek to 
cash in on your book of business by getting 
access to your contact list. Enable the pass-
word functionality on your laptop and keep 
it turned on,” he says. 

Because laptops are much more likely to 
be stolen than desktops, he advises agents to 
encrypt their laptops. BitLocker encryption 

is included in Windows 7, and for other 
operating systems, there are com-

mercial and free alternatives, 
he says. Bower uses a cable 

to physically secure her 
laptop when she leaves 
it in her car and also 
uses laptop recovery 
software LoJack for 
Laptops, which allows 

a laptop’s location to be 
traced remotely. 

Be Smart: Back Up
Because backing up your data 

simply means making a copy of it, it’s 
important to use proper safety precautions. 
Flash drives, external hard drives and other 
portable devices such as DVDs and CDs 
need to be stored in a locked area so they 
cannot be stolen, especially if they cannot 
be password-protected. Online backup ser-
vices like Mozy and Carbonite should be 
protected with strong passwords, such as 
random sequences of letters and numbers, 
to keep hackers from accessing them. 

“Protecting your clients’ interests 
encompasses more than just their inter-
est in what home to buy,” Moyle says. 
Consumers look to you as the expert, 
so: “if you tell them to e-mail their 
Social Security number to your Hot-
mail account, they’ll probably do it.” 
Agents should share the informa-
tion they learn about data security — 
and what steps they take to protect clients’ 
information — with their customers. By 
suggesting what clients can do to keep 
their data secure, agents can gain their 
trust and confidence. 

Gwen Moran is a writer based in Wall 
Township, N.J., and is a frequent contribu-
tor to The Residential Specialist. 

NAR’s REALTOR® Secure 
Program addresses a range 
of business concerns, from 

avoiding business interruptions 
to securing online information 
and transactions. Learn more 
at www.realtor.org/technology/

crt_secure/home.




